Workshop

Netscaler VP X

from Express(free) to Platinum

All trademark names are property of their respective companies. Information contained in this publication has been obtained by Arrow ECS technical consultants
considered to be reliable but is not warranted by Arrow ECS. This publication may contain opinions of Arrow ECS or consultants from Arrow ECS, which are subject to
change over time without prior notice. References in this document to Arrow ECS brands and products or services do not imply that Arrow ECS intends to make them
available in every country. Information is provided "AS IS" without warranty of any kind. Information concerning the mentioned products was obtained from a supplier of
these products, published announcement material, or other publicly available sources and does not constitute an endorsement by Arrow ECS.



N\NOW. [ECS

Enterprise Computing Solutions

Citrix Netscaler VPX

3

-y

ARROW ECS
Mokrane Hellal
Koen Warson
Belgium

Enterprise Computing Solutions.

Introducing Netscaler

_—

Netscaler VPX overview
Netscaler Use Cases

Q&A




rrrrrrrrrrrrrrrrrrrrrrrrrrr

Netscaler VPX overview
Netscaler Use Cases

Q&A

Introducing Netscaler

¢ NetScaler Request Switching decouples each
application request/response flow from the
underlying transport

e Request Switching ensures the most efficient use of
transport protocols and resources

e The NetScaler system manages the complete life
cycle of the request/response transaction




NetScaler Request Switching Architecture
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Application 2

HTTP 1.0 Transaction without a NetScaler
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ICP lIransaction with a NetScaler
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GUI overview :

Let’s take a look!

| Dashboard | Reporti
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Topics covered in these slides include:
Overview of the NetScaler

VPX Performance

Differences Between MPX and VPX
VPX Architecture

Pay As You Grow Licensing




Overview of the NetScaler

NetScaler VPX

e Is a 32-bit virtual NetScaler system

e Is hosted on a XenServer

e Distributes, optimizes and secures Layer 4 to Layer
7 network traffic

e Performs application-specific traffic analysis

e Provides an effective execution of features, such as:
- Load balancing

Compression

- Secure Sockets Layer (SSL) offload

Application Firewall

- Dynamic content caching

Identifying the Benefits of NetScaler VPX

NetScaler VPX can:
e Be deployed on-demand, anywhere
e Leverage dynamic data center processes

e Respond automatically to periods of high demand
by dynamically provisioning more capacity for an
existing Web application and vice versa

e Provide flexibility in licensing programs that meet

the needs of the smallest business to the largest
service providers




Identifying VPX Hardware Specifications

The recommended minimum hardware
specifications to install NetScaler VPX on XenServer
are:
- CPU: One or more x86 CPU with virtualization assist (Intel-VT
or AMD-V) enabled and a 64-bit architecture

Note: It may be necessary to manually enable the CPU
virtualization feature through the system BIOS configuration

- RAM: Minimum 2 GB
- Network interface cards (NICs):
¢ A single one gigabit NIC is required
e Two NICs of one gigabit each is recommended

VPX Performance

Citrix offers five performance-based offerings of
NetScaler VPX

VPX-1000 (1 Gbps) v v v
VPX-200 (200 Mbps) v v v
VPX-10 (10 Mbps) v v v
VPX-Express (1 Mbps) v No No




Identifying VPX Performance Benchmarks

Performance benchmarks for NetScaler VPX

Maximum HTTP throughput 1 Gbps
Maximum compression 750 Mbps
Maximum Application Firewall 500 Mbps
Maximum SSL 500
Maximum SSL throughput 1 Gbps

*Max performance subject to server used and subject to change

Differences Between MPX and VPX

Two main differences exist between NetScaler MPX
and VPX:
System capacity
Performance
NetScaler VPX system capacity:
Does not include hardware specifically designed
to support SSL acceleration
Can still terminate sessions but, unlike with
NetScaler systems, the associated processing is
not offloaded to dedicated silicon




Identifying When to Use a Physical or a Virtual NETEISEH
Appliance

Physical NetScaler
Appliances NetScaler VPX

* Gig + performance  Lab/test environments
* High volume SSL * Development
Offload environments
* >100 SSL VPN CCUs « “Datacenter-in-a-box”
* FIPS requirements * CPU-intensive
« Physical device workloads
security * Frequently moved
applications
* Fast/remote
deployment

Using VPX and MPX Together

NetScaler VPX and NetScaler MPX can be deployed
together to create a comprehensive, centrally
managed web application delivery fabric

NetScaler VPX instances can be deployed on an
app-by-app basis, optimized specifically for the
demands of each application

NetScaler MPX appliances can be deployed at the
datacenter edge to handle demanding network-
wide tasks




Using VLANS on VPX oo e

e NetScaler VPX supports port VLANs (Layer 2)

e VLAN configurations are useful when you need to
restrict traffic to certain groups of stations

e When configured VLANs are bound to IP subnets
and the VPX is the default router for these
subnets, the NetScaler VPX performs IP
forwarding between the VLANs

Using Tagged VLANS

e NetScaler tagged VLANs are not supported on
NetScaler VPX

e Administrators need to configure tagged VLANs
at the Hypervisor level

10



Example: Physical NetScaler in Two-Arm

Mode e,
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Servers
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Example: NetScaler VPX in Two-Arm Mode

Enterprise Computing Solutions.
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Pay As You Grow Licensing for NetScaler
VPX

The “pay as you grow” is based upon the ability to
upgrade from one license to another

NetScaler VPX is sold by bandwidth

Customers are able to buy VPX licenses providing 10
Mbps, 200 Mbps or 1 Gbps of throughput

For example, if a customer initially buys the 200 Mbps
license, and then needs a 1 Gbps license, the
customer can upgrade the license, and does not need
to buy a 1 Gbps license “from scratch”

LAB TIME !!
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Challenge Example I

¢ Deliver SharePoint Applications toward
users
- Optimize?
- Secure?
- Availability?

13
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NetScaler in Sharepoint Environment

* Server Load Balancing

* HTTP Compression
e SSL Offload
* Integrated Caching

Client

_—

SharePoint Environment

NSIP: 10.187.162.97
MIP: 10.197.162.98
LBVIP: 10.197.162.38

i

C ; H s
Ne‘mcaii:v .:fﬁhcat;on Borkcation S0l
b Server Server
2
SPSDOGA-26
HTTPSioficesaniarh 10.192.162.96
Rosolvas to 10, 107.162.38 Port 80
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LAB TIME !!
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Challenge example II

e Secure Access to XenApp Applications

- Control of User?

- Control of Device?
- Control of Location?
- Availability?

Enterprise Computing Solutions.

NetScaler Access Gateway
with Smart Access All Access
Methods

All Applications ICA Proxy Access

& Virtual AReI'dui'ed
|+ Y Channels pplications
Q 4-% . " & Virtual

Channels

Full Access

- ity

‘_Hl'luxp I~ -
Reduced l
e

Clientless
Access
Outlook Web
Access

Access

Minimal

Restricted
Access

applications
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DEMO TIME !
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Challenge Example III

¢ Protect your Web server from hacking

- Secure?
- Inspecte? Accessing databases via Web applications
- Availability? % @
i User = bob
)

%@ SQL injection attack:

ing QL

to a web

that, when
passed to databases, execute and allow hacker to gain

access or change customer and sensitive information




The Application Firewall Solution

Enterprise Computing Solutions

H.‘I.I

Application
Attacks Legitimate
Blocked  traffic allowed =
_ (‘hrough t
_}'-
Citrix Application
Users Firewall Infrastructure

Positive Security Model

Enterprise Computing Solutions.

Security Models

Negative Positive

* Signature based * Behavior based
* Requires regular updates * No signatures to update
* Blocks only what you know * Blocks anything not approved
* Cannot block what is not * Passes only “good” traffic
known * Blocks all “Zero Day” attacks
* Opento zero-day attacks *  Terminates SSL sessions, then
* Cannot terminate SSL session; decrypts and inspects traffic
traffic passes through without before passing to web server
inspection

_—
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WAF Security checks

nfigure XML Application Firewall Profile

General ' Security Checks |, Settings | Learing |

Mame ‘ Black | Log ‘ Skat | Learn ‘ Check Type
Start LRL o check Type b
Deny LRL Comman

Cankie Consistency Cammon

Buffer Overflow Camrman

Credit Card Cammaon

Safe Object Cammon

XML Format =ML

XML Denial of Service =ML

XML Cross-Site Seripting

E FE F
XML SOL Injsction EE R E HML

XML Attachment HML
‘web Services Interoperability *ML
XML Message Validation *ML

] modify...

&) Help
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One More Thing
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Enterprise Computing Solutions.
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Simplified Installation & Configuration

e ISV Partners/Citrix Deployment Guides-optimized settings

e NetScaler App Templates: import/export complete
configurations

e AppExpert Community: freely share with colleagues

Deployment Guides Application Templates AppExpert Comm unity

4P NetWeaver
SAP Enterprse SOA
Deployment Guide

Netscaler VPX 9.2 coming

Enterprise Computing Solutions.

e XML Attachment Checks Enhancements
e Entity Expansion Attack Protection

e Soap Fault Filtering

e WSDL Scanning Prevention

e XPath Injection Protection

e Learning

e Monitoring Web Services

e XPATH

e JSON

e And more ...

19



DEMO/LAB TIME ! Let’s hack mybank

nnnnnnnnnnnnnnnnnnnnnnnnnnnn

Q&A
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Thank you and stay tuned for our next Workshops at
http://www.arrowecs.be

21
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Introduction

In this workshop we will like to give the attendeebrief overview of Netscaler functionality.
Of course this is only a basic overview and intidthn to the Netscaler’s features and
capabilities.

Environment

Connect to XenApp using http://xenapp5
Login : XXXXXX
Password :  XXXXXX

Start a XenApp Desktop Session

The Netscaler VPX’s run on a XenServer Hypervisraistructure :

XenServer IP’s
192.168.1.23 for Netscaler VPX 1,2 & 3
192.168.1.24 for Netscaler VPX 4,5 & 6
192.168.1.25 for Netscaler VPX 7,8 & 9

Login : XXXXXX
Password :  XXXXXX
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Netscaler IPs

Netscaler VPX1 NSIP : 92.168.3.11
Hostname : NetscalerVPX1.arrowlabs.local
IP: 192.168.3.12
VIP1: 192.168.3.13 (for OWA SSL Offload) VIP1 FQDN  owavpxl.arrowlabs.local
Other IPs : 192.168.3.14 ...19
Netscaler VPX2 NSIP : 92.168.3.21
Hostname : NetscalerVPX2.arrowlabs.local
MIP : 192.168.3.22
VIP1 : 192.168.3.23 (for OWA SSL Offload) VIP1 BQ : owavpx2.arrowlabs.local
Other IPs : 192.168.3.24 ...29
Netscaler VPX3 NSIP : 192.168.3.31
Hostname : NetscalerVPX3.arrowlabs.local
MIP : 192.168.3.32
VIP1: 192.168.3.33 (for OWA SSL Offload) VIP1 FQDN  owavpx3.arrowlabs.local
Other IPs : 192.168.3.34 ...39
Netscaler VPX4 NSIP : 192.168.3.41
Hostname : NetscalerVPX4.arrowlabs.local
MIP : 192.168.3.42
VIP1: 192.168.3.43 (for OWA SSL Offload) VIP1 FQDN  owavpx4.arrowlabs.local
Other IPs : 192.168.3.44 ...49
Netscaler VPX5 NSIP : 192.168.3.51
Hostname : NetscalerVPX5.arrowlabs.local
MIP : 192.168.3.52
VIP1: 192.168.3.53 (for OWA SSL Offload) VIP1 FQDN  owavpx5.arrowlabs.local
Other IPs : 192.168.3.54 ...59
Netscaler VPX6 NSIP : 192.168.3.61
Hostname : NetscalerVPX6.arrowlabs.local
MIP : 192.168.3.62
VIP1: 192.168.3.63 (for OWA SSL Offload) VIP1 FQDN  owavpx6.arrowlabs.local
Other IPs : 192.168.3.64 ...69
Netscaler VPX7 NSIP : 192.168.3.71
Hostname : NetscalerVPX7.arrowlabs.local
MIP : 192.168.3.72
VIP1: 192.168.3.73 (for OWA SSL Offload) VIP1 FQDN  owavpx7.arrowlabs.local
Other IPs : 192.168.3.74 ...79
Netscaler VPX8 NSIP : 192.168.3.81
Hostname : NetscalerVPX8.arrowlabs.local
MIP : 192.168.3.82
VIP1: 192.168.3.83 (for OWA SSL Offload) VIP1 FQDN  owavpx8.arrowlabs.local
Other IPs : 192.168.3.84 ...89
Netscaler VPX9 NSIP : 192.168.3.91
Hostname : NetscalerVPX9.arrowlabs.local
MIP : 192.168.3.92
VIP1: 192.168.3.93 (for OWA SSL Offload) VIP1 FQDN  owavpx9.arrowlabs.local

Other IPs :

192.168.3.94 ...99
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Lab 1 : Netscaler VPX Initial Configuration and Setup

Upload Netscaler VPX to your Hypervisor (ESX or Xen  Server)

1. Download Netscaler VPX from the Citrix site :
http://www.citrix.com/English/ss/downloads/resudtspn?productlD=21679
There are 2 versions : 1 for vSphere 4 or ESX Bdblafor XenServer
Using this link you can also get a evaluation Isn
Uploading the Netscaler VPX to your hypervisor :

a. For XenServer http://www.citrix.com/tv/#videos/535

b. For ESX 3.5 http://www.citrix.com/tv/#videos/1718

c. For ESXi http://www.citrix.com/tv/#videos/1284

wn

Configure Mgmt IP address

1. Login to your hypervisor and take over the consdlgour Netscaler VPX.
a. Open a session to the XenApp5 serveip(//XenAppY
b. Login with your credentials (see separate page)
c. Launch Desktop Session on XenApp5
(ICA-client/Citrix Online Plug-in is needed)
http://www.citrix.com/English/ss/downloads/reswutsp?productiD=186&c
1=s0t2755
2. Open Citrix XenServer 5.5 Mgmt tool on the desktop
a. Add your XenServer (see separate page for credeatia
NSIP=NetScaler IP-address)
3. Go to the console of the virtual machine which ryosr Netscaler and follow the
wizard to configure the virtual appliance IP-addres

Go through the initial setup wizard

1. Use a webbrowser and launch a HTTP or HTTPS sessigour Netscaler VPX
(for IP-address you will use the NSIP)
Login : nsroot
Password : nsroot

2. Once logged in you will automatically get a setupasd screen, if it will not come
or afterwards you want to re-run it by clicking &m-> ...

3. Click “Next” and check the Mgmt interface(SNIP) diguaration.
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Add a FQDN-hostname to the Netscaler (see seppagie)

Add a SNIP or MIP (in this example use MIP see smpgpage)
Click “Next”, choose “Skip”, click “Next”

Double check the entered data in the summary pagéck “Finish”
Click “Exit”

©ONo O A

Configure NTP Server and Time Zone

Login to the Web based Mgmt interface
Open hive “System” and click “Settings”
Click “Change Time Zone ...”

Select “GMT+2:00-CEST-Europe/Brussels”
Click “Save”

Open hive “System” and click “NTP Servers”
Click “Add ...”

NTP server : 192.168.1.2

. Click “Create”

10.change NTP server to : 192.168.1.3
11.Click “Create”

12.Click “Close”

13.Click “NTP Syncronisation ... OFF”
14.Click “Save”

CoNoOh~WNE

Configure Licensing

1. Login to the Web based Mgmt interface
2. Open hive “System” and click “Licensing” and seeiathfeatures are licensed.
3. Get License procedure :
How to obtain a licensehttp://www.citrix.com/tv/#videos/1463
using SSH : shetb Imutil Imhostid
Upload license
Reboot
See the difference ...

ook
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Certificates

Create Certificates

If you create a certificate using a Windows CA ynight need to convert it ti the correct
format. The next document describes how this work
http://support.citrix.com/article/CTX106028

http://support.citrix.com/article/ctx106631

You might need the OpenSSL toolkit for Windows ttais :
http://gnuwin32.sourceforge.net/packages/openssl.ht

Upload Certificates

On the XenApp5 server desktop SSL certificatesstored for each Netscaler VPX.

There are several ways on how to upload the amatés one of them is mentioned below:

* Login to the Web based Mgmt interface

* Right click and

select “Enable SSL feature”
|

L@ 551
B

' Fnable 53

L Feature

=
=

L@ Add ko Favarites

[] Palicies

T

. Click “Manage Certificates / Keys / CSRs” on thd_.8nfiguration page
» Upload your Certificate files :

o Private Key (which is normally generated locallytbe box) :
owavpxl...9.key (you can find it on the XenApp deghit

o0 Public Key

owavpxl....9.cer (you can find it on the XenAmsktop)

» Open hive “SSL” and click on “Certificates”
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* Click “Add ...” and match the .key-file with the .céle.

Certificate-key Pair Name* |0wavpx9.arrowlavs.local

Details

Certificate and key files are stored in the Folder nsconfig)sslf on appliance,

Certificate File Name* |.I'nsc0nfig,l'ssl,l'0wavpx9.cer

| é] Browse (Appliance) = o

Private Keyv File Name |.I'nsc0nfig,fssl,l’owavpx9.key

| ,:;] Browse (Appliance) = =

Password

Certificate Farmat

I PEM () LER

Matify When Expires () Enable (%) Disable

Matification Period |

&) Help = Quick Link

* Click “Install’ and close

Install Il Close |
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Lab 2 : Make SSL Offload configuration for Outlook Web Access
using AppExpert

AppExpert Templates

AppExpert Templates are templates that define @i awveb application works and how the
loadbalancing, rewrite, cs, waf, compression, .. usdhde configured.
You can make a AppExpert Template Definition andaekit, which you can share so other
users can re-use it without the need to analysappécation themselves.
You can find existing Citrix Netscaler AppExpertriplates here :
http://community.citrix.com/display/ns/AppExpertthplates
OWA, Sharepoint, SAP Enterprise SOA, Oracle ES8bel, JD Edwards, ...

More documentation about the AppExpert functiogalén be found here :
http://support.citrix.com/article/ctx121835

In the next little lab we will use an AppExpert tgllate to SSL offload an Outlook Web
Access.

Import AppExpert Template

* Run batch (this step is not always needed but Y0AGL is)

o Open hive “System” and click “Diagnostics”

o Click “Batch configuration”

o Click “Browse Local’

0 Browse to the desktop folder “Netscaler Workshopd apen “AppExpert
OWA”
Select “OWAvpx1...9.batch (make sure you have th&chiag number)
And click “Run”
o If you would like to see the output, you can browséSystem”>

“Diagnostics” and click “Download core files...”

o0 Your batch-output-logfile can be downloaded froraréh

(olNe]

* Import template
o Go to “AppExpert”> “Applications”
0 Click “Import”




WORKSHOP

Page:8/18

Topic : Netscaler VPX

from Express(free) to Platirmu

Date document :
26/02/2010

Consultant(s):
Koen Warson

Mokrane Hellal

Customer (BP) :

Sentto:
Attendee’s

Réf. document :
v.0.2

o

Select the “OutlookWebAccessNS9.1.gz” file on thenXpp Desktop

“_Netscaler Work

'-L:] AppExpert
D Applications
D Templates
() HTTP Callouts
D Pattern Sets
'-Lj Expressions
) Rate Limiting
'-L:] Compression
'-J_:] Integrated Caching
'-J_:] Protection Features

Giigk "ok

» Configure Endpoints :

Configure Services :

shop” folder
—'M

L3
Compression | Caching | Rewrite | Filter |
Applications
— SEIect Template File

Template File* |10p'l.-°.ppExpert OWP.'l,OutIookWeb.ﬂ.ccessNSQ.1.gz| '-,;:_:'] Browse (Local) - |

<) Help

oK Il Close |

This is the listener that veéke the SSL-connections

from the users.

This is the configuratiorklio the back-end servers
(in this case the Exchange Servers)
Configure Service Groups : This is the configunafiok Not needed in this config

Provide endpoints and backend services

% Application Mame* |OWA

Endpoints \Services | Service Groups |,

Ackive

| Mame

| IP Address

| Port| Protocol | Skate

[ add... /] i

&) Help

OF || Cloze

» Configure Endpoints (listener)

(0]
(0]

Click “Add ...”

Name : owavpxl...9.arrowlabs.local
IP: 192.168.3.x3

Port : 443

Go to SSL Settings and link the correct certificate
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Ereate Public Endpoint | x|

MName* |Dwavpx9.armwlahs.|n[a\ |

Probocol* |SSL

-|

Enable after creating

Advanced * 55L Settings \

| 550 Parameters. .. _J ‘ Ciphers... ‘ | 55L Policies. .. |

Available

Configured

() IP Address Based () IP Patkern Based

1P Address® 192 . 168 . 3

.33 [mic

Part* 443

DNetﬂDrk\fServer Range l:l

Certificates

Certificates

Type

CRL Mandatary

ns-server-cethificate

awavpx].arrowlavs. local
awavpxZ.arrowlavs. local
awavpxd.arrowlavs. local add =
awavpxd . arrowlavs. local
awavpxS.arrowlavs. local add as CA =
awavpxt.arrowlays. local
awavpx7 .arrowlavs. local
awavpxd.arrowlavs. local
awavpxd.arrowlavs. local Instal... =

Rl

awavpxd,arrowlay,., Server Certificate

& telp

Click “OK”

Pruvide endpoints and backend services

Application Mame* |O'-.-'-.-'.ﬁ.

Endpoints "I,IServices "\Service Groups "I.

Activate All Deackivate Al

Active | Mame | IP Address |

Pu:urt‘ Praotocol | State

owavpxS.arrow, ., 192,165,3.93

443351 i P

E.Q &dd. .. E/] Cpen, .. a Remaove

&) Help

I

I | Close

» Configure Services (back-end)
o Click “Services”

o Click “Add .

o Service Name: owaback-end
192.168.1.122 (IP of our Exchange sgrver

Server :



WORKSHOP

Page:
10/18

Topic : Netscaler VPX from Express(free) to Platirmu

Date document :
26/02/2010

Consultant(s): Customer (BP) :

Koen Warson
Mokrane Hellal

Sentto:
Attendee’s

Réf. document :
v.0.2

Port : 80

Add Monitor :  http-ecv (This is a monitor which domore then just open a
connection an port 80 but it checks for a prdygr reponse,
configurable in more detail)

9 Creake Service E

Service Mame* |0wabackend

| Server [192.168.1,122

|v|

Protocal*  [HTTP

~| Part* |0

Enable Service

Monitors \Policies \Lndvanced \lSSL Settings ‘.L
Available

Manitars |

tep

http
tcp-ecy
udp-ecy
dns

fep

tcps
https
tops-ecy
https-gcy
ldns-ping

ping -

ldns-tep =

Add =

Configured

Manitors

Weight | state

http-ecy

1

@) Help =8 Quick Link

by

Create I| Close

o Click “Create” and you get the screen below

BArtovide endpoints and backend services

Application Mame* |OW.¢\

Endpaints " Services \Service Groups "L

Activate All Deactivate Al

Active | Mame | IP Address

| Portl Praotacol | State

owabackend 192.168.1.122

SOHTTP

P

[@ add... [] Qpen... k] Remove

&) Help

[o]4 || Close |

0 Service Groups is not needed in this configuration.

o Click “OK”
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o If you get a question to refresh, please do sdibking “yes”.
@ Refresh | @ Add to Favorites

Applications

Eompression| Caching | Rewrite | Filter

| Responder | Application

Applications

OWA

RedirectTaHTTPS

Certificates

ServerPages

Documents

Stylesacripts

Images

DigitalMedia

ArchiveFiles

default

SIEIEEEEEEEE
T+ PPO+ &
e+ e e

gh b &b oh ok gh dh dh g
L O T R ]

EAE I

& &b &p 5 ok gp gp dhogh
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Lab 3 : Web Application Firewall

Hack my bank site

In this lab we will show how to hack a badly prdaéztwebsite.
It is a demo-websitehttp://demo.testfire.net

The key example of a website full of vulnerabibtie

Let’s hack it with a SQL-injection

» Use your browser to go tdittp://demo.testfire.net/

* Click “Sign-in”

* Type Username : “jsmith”
« Type Password : “test OR ‘1'="1"
» Thanks to this SQL injection you will see you cagih without a password.

Let’s protect

» Use your web browser to go to the MgMt GUI of ydletscaler
» Create the web service for the so-called back-dmdhishttp://demo.testfire.net
o Open hive “Load Balancing”

Click “Services”

0]
o Click “Add..
0]

Servicename : demo.testfire.net
Server : 65.61.137.117

Port : 80
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Monitor : http-ecv

o Creakte Service

|Serger |65.61.137.117

‘ Service Mame* |demo.testfire.net
|
1
|

Protocal* [HTTP

~| Part* |50

Enable Service

tonitars \ Falicies \ Advanced \SSL Settings \

Available

Manitars

ping

tcp

http
kop-ecw
udp-ecy
dns

ftp

tcps
https
tcps-ecy
https-gcy
ldns-ping
ldrs-tep

Add >

Configured

Monitors Weight

| state

http-ecy 1

&) Help <) Quick Link

(gese ] [ oo

0 ICIick “Create”
o Click “Close”

* Create the LB-listener

0 Open hive “Load Balancing”

o Click “Virtual Servers”
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o Click “Add...”

ﬂ
Mame* |waF7dethestFire | () IP Address Based () IP Pattern Based
Pratocol*  [HTTR *| 1F address* |192 Llsg .3 .94 |DIPV§
["] Enable Authentication  Authentication FQDM | | Paort* |80 |

Directly Addressable State

Services \ Service Groups \ Policies \Method and Persistence \ Advanced ‘\SSL Settings \‘

Activate All Deactivate Al

DNetwork Yoerver Range l:l

| 4, Find

Active | Service Mame | IP Address | Pnrt| Protocol | State ‘ Wa\ght| Dyniamic Weight
| owabackend 192.168.1.122 SOHTTR @ up 1 |i]
demo, testfire.net 65.61.137.117 SOHTTP P 1 |§]

Add... Q Open... D Remaove

@) Help ) Quick Link

(oo ] ceom |

o Click “Create”
o Click “Close”

* Create WAF — Profile
0 Open hive “Application Firewall”
o Click “Profiles”
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o Click“Add .

Ereate Application Firewall Profile

Profile

Profile Mame* |SaFe Bank.

Profile Type |Web Application (HTML)

Defaulks (#) Basic () pdvanced

Description

A profile tells the Application Fireveall howe it is to protect a certain class of web

content, Different bypes of content often require different protection
strateqgies. You define these strategies in a profile.

‘You can create profiles with basic or advanced defaults, Defaults, or

predefined settings, provide solid initial prokection For web content, and act as
a starting point from which wou can configure additional protection for special

content,

Each profile is associated with a policy, which lets the Application Firewall
determine which type of content is inwolved in a request or response., When a
request or response matches the policy, that profile is applied to the request

o FESpONSe,

Profile Type

Web Applications: This profile bype is appropriate For applications that use

basic Web technolagies, including HTML, 3HTML, ©55, and HTTR,

&) Help <) Quick Link

Create Il Close |

o Fillin the dialog box and click “Create” and “Ckg's
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o Open the WAF-profile and click on tab “Settings”

Eonfigure Web Application Firewall Profile

General | Security Checks * Settings \.ILea[ning it
HTML Settings

HTML Error

|http:,l’,l’xenapps,l’abuse.htm

C

() HTML Error Object

|
%
-

Charset |English U5 {IS0-8859-1)

[ Strip HTML Comments

[ Exclude uploaded files from security checks
Enable Form Tagaging

Cananicalize HTML Response

Common Settings

Past Body Limnit 20000000 | (Bytes)
9 ey oo |

Add a redirect to http://xenapp5/abuse.htm

o Click “OK”

* Create WAF — Policies
o Click “Application Firewall
o Click “Policies”

o Click “Add ...” and fill in the dialog as follows :

Ereate Application Firewall Policy

Mame* |SaFe_hank_waFJjnI

Prafile* |SaFe Eank

]
|
|

- New... [] Madify..

Expression
Expression
ns_trus
Match Any Expression W | add... i] a5l ] ) ||

Marmed Expressions |General v| |True value

V| @ Add Expression

Preview Expression

&) Help <) Quick Link,

N (g [ oo |
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o Click “Close”

» Link the Web Application Policy to the LB Virtuak8/er
0 Open hive “Load Balancing”
Open “Virtual Servers”

o]
o Open Virtual Server “waf_demotestfire” and cliclettab “Policies
o]

Click “Application Firewall” and a the just creat¥dAF policy.

Marme* | F_demotestfire | o) 1

Protocal® |78

[ ] Enable Authentication  Authentication FQON |

Skate w UP | Disable

Services ‘\Service Groups  Policies ‘\ Method and Persistence | Advanced ‘\SSL Settings |

? Compression 7 Filker ﬂ HTML Injection J Rewrike (Request) = =3 Responder fj Cache (Request) -

59 Authorizatian L ) Applic:

“1 ¥ SureConnect @ Priority Queuing

x|

IP Address* |192 . leg .3 . 94

Port* | !

¢ Range ||

[ auditing

Priarity | Policy Mame Expression

| Profile

100 |SaFe_bank_waFJ:uoI v |ns_true

Safe Bark

F%

| Details : Safe_bank_waf_pol
Profile: Safe Bank  Rule:ns true  Hits: 0

Ea Insert Policy i:] Unbind Palicy ﬂ Regenerate Priorities Ei Modify Policy

. Find .

@) Help

i oK I| Close _|

o Click “OK”
o Click “Close”

Let’s try to hack it again with a SQL-injection and
protected

» Use your browser to go to : http://192.168.3.x4
* Click “Sign-in”

see if the site is
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« Type Username : “jsmith”
« Type Password : “test’ OR ‘1'="1"
*  Will WAF intercept ?




